
Watchdox
by BlackBerry
Leader in Enterprise File Synchronization
and Sharing



Take Control
of Your Files

Secure Your 
Content 
Everywhere it 
Goes
Empower users and IT to decide how files are used. DRM 
security is embedded into every file, so you always have 
control of your content – even after it’s downloaded or shared 
outside the firewall. So if your file made its way into a personal 
Dropbox account or published online, embedded DRM 
security ensures only authorized users can open it.

Productivity has never been easier. With file-sharing solutions, 
users are empowered to collaborate on files with anyone, at 
any time, and on any device. 

But security has never been so unstable. File-sharing 
exposures are twice as common as other types of data 
leakage1, and your content could go anywhere. It’s a challenge 
to track files, and even more difficult to control them.  

Give users effortless productivity, without 
compromising security. 

WatchDox by BlackBerry offers file synchronization and 
sharing with digital rights management (DRM) protection at 
the file level.

86%
of cloud applications used by enterprises are 
unsanctioned by IT. For example, a major US 
enterprise estimated 10-15 file-sharing apps were 
in use, but discovered almost 70.2

“Leader”
Forrester Wave of Hybrid EFSS, 2016

“#1 in High Security”
Gartner Critical Capabilities for EFSS, 2015

Control users’ ability to view, 
edit, copy, print, download 
and forward files.

Track, revoke, wipe, or 
expire file access at any 
time – even after it’s 
downloaded or shared.

Customized watermarks 
deter screenshots and 
include the user’s email and 
IP address.

Force online only view and 
choose Spotlight to blur the 
screen except where the 
mouse pointer is hovering.

Control Access Track & Revoke Watermark View Online Only 
with Spotlight

  1Enterprise Management Associates (EMA), State of File Collaboration Security – File Insecurity: The Final Data Leakage Frontier, 2015

  2Cipher Cloud, Cloud Adoption and Risk Report for Norther America and Europe: 2014 Trends, 2015



Unlock Your
Productivity
Potential
Increasing security doesn’t have to limit user abilities. 
WatchDox integrates the highest security with functionalities 
that will boost productivity.

Synced Workspaces
Ensure that users are always working on the latest content. When 
a file is saved to a WatchDox workspace, it will stay versioned and 
synced automatically. Users can even sync the workspace to their 
computers, so they can keep working offline.

Quick Send
Let users instantly transfer files from their computer or mobile 
device, without having to store the file on a workspace. DRM 
protection can still be added.

WatchDox Plug-Ins
Control and track the files users share with their favourite business 
tools, including Microsoft® Outlook® and Salesforce.protection can 
still be added.

Native Apps
Empower users to collaborate from anywhere, with apps for all their 
favourite devices (PC, Mac, Android, iPhone, iPad, BlackBerry 10 
and Web). 



Flexible
Deployment

Protect Your Email
Attachments
WatchDox by BlackBerry Email Protector

Cloud
Quickly deploy WatchDox to your users, 
and access a managed offering. Public 
and private cloud deployments are 
available.

On-Premises
Gain complete control over your content, 
and extend your existing storage 
repositories with advanced DRM security.

Hybrid
Mobilize and externalize existing 
enterprise file repositories through the 
WatchDox secure cloud service. This 
option offers ultimate flexibility.

All Your Content,
In One Place
Access all of your enterprise content, using just one 
application and one login. WatchDox lets you access files 
stored in any of your repositories: file-shares, cloud storage 
and ECM systems.

Protect Email 
Attachments 
Everywhere they 
Travel
When you receive a typical email attachment, you can do 
anything: save it for your own use, forward it to unauthorized 
users, or anonymously post it to the internet. The sender can’t 
stop you.

Email Protector gives you control over files sent via email – 
even after they are downloaded or leave your firewall. Email 
attachments are automatically placed into a WatchDox 
repository, and replaced with a link to download a DRM-
protected file. 

IT can control which email attachments will be affected and 
how much protection is applied, based on specificrecipients 
or file types. And you can monitor, track and revoke access 
to email attachments, without affecting user experience for 
senders or receivers.

Enforce DLP 
Security Policies 
with Advanced 
DRM	
Email Protector integrates with Data Loss Prevention (DLP) 
systems to take action against security risks. When the system 
identifies a sensitive email attachment, DRM protection is 
automatically applied, according to the DLP risk profile. 

See how you can boost email security at 
blackberry.com/emailprotector

Email Protector is sold as a standalone 
product.



WatchDox is available as a stand-alone product 
or as a part of the Good Secure Content Suite.

Learn more and start your free trial at 
blackberry.com/watchdox

http://blackberry.com/watchdox

