
 

 

Two Factor Authentication Guide 

 

At Ingram Micro, securing your information is very important to us. Ingram Micro has made available  

a two-factor authentication system feature on our website. 

This will simplify the login process and improve security and, in the future, allow you to sign onto 

numerous Ingram Micro platforms using a single set of credentials. 

 

1. Enable Enhanced Security Switch  

2. Output Email Message 

3. Email Authentication Code 

4. New User Created  

 

Enhanced Security 

The activation switch is located on the menu bar under My Account > Enhanced Security. Any user 

with Admin rights has the ability to select this and apply it to all users within the company. 

Two options: 

- Disable  

- Enable  

 

 

 

 

 



 

 

 

 

Once the enabled switch is selected, followed by save, two pop up system dialog box will appear.  

Select Confirm 

 

Processing message appears, please select close 

 

 

 

 

 

 



 

 

 

 

Email Output Messages 

Automated email messages are generated by the system. Each active individual user will be advised 

once two-factor authentication on your online account is Enabled or Disabled. 

The below example indicates that Two-factor authentication has been enabled on your account. 

 

 

 

 

 

 

 

 

 



 

 

 

Below is an example of an email the admin on the account will receive which confirms the total 

number of users successfully enrolled for Two-factor authentication on your account. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

Email Authentication Code 

➢ Once you have Enabled Two-factor Authentication, when a user next logs into IM Online the 

system will automatically ask you for the Verification Code. 

➢ Enter the code and verify to proceed with logging on. 

➢ The user has the option to resend a new Verification Code by clicking on the Send email 

button as shown below. 

➢ The option to not challenge me on this device for the next 15 days exist. If applied the 

system will not ask you for the Verification Code for 15 days. 

 

 

 

 

 



 

 

 

 

 

 

 

Verification Code example. The output will be automatically sent to the user email address based on 

the user’s credentials. 

Note the code is only valid for 5 minutes once requested. 

 

 

 

 

 

 

 



 

 

 

New Users Created  

The system will prompt the new user to reset the password immediately after they have logged in 

with the temporary password. 

 

Directly afterward the user will need to create a Challenge Question, followed by the acceptance of 

the IM Online Terms of  Use. 

 



 

 

 

 

If the account is Security Enabled, on the initial logon the system will not prompt you for the Email 

Authentication, but all future logon attempts will require the verification code.  

 

 

 



 

 

 

 

 

 

 

 

 


